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[bookmark: _Toc462478989]Abstract of the contribution: This contribution adds a note for Authorization
1	Discussion
In the current solution description, the following is stated:
"The DCCF checks if the Data Consumer is authorized to receive the requested data."
It is not clear how this is done. Does DCCF have authorization configurations for all consumers, or does DCCF use the authorization service in NRF? Both has security challenges that depending on which one is intended it needs to be resolved by SA3.
2	pCR
**************************  START CHANGES  **************************
[bookmark: _Toc44004287][bookmark: _Toc43393127][bookmark: _Toc22088][bookmark: _Toc8335][bookmark: _Toc9635][bookmark: _Toc42769990][bookmark: _Toc42779046][bookmark: _Toc4593][bookmark: _Toc19485][bookmark: _Toc12563][bookmark: _Toc28320][bookmark: _Toc16606]6.9.2.1	Data Collection Coordination Function (DCCF)
The DCCF is a control-plane function that coordinates data collection and triggers data delivery to Data Consumers. A DCCF may support multiple Data Sources, Data Consumers, and Message Frameworks. However, to prevent duplicate data collection, each Data Source is associated with only one DCCF.  
The DCCF provides 3GPP defined Services to Data Consumers (e.g.: NWDAF), and Data Sources (e.g.: 3GPP NF). Figure 6.9.2-1 shows one DCCF for the 5GC. There can be multiple instances of the DCCF, e.g. for network slices, geographic regions where Data Sources reside or for different Data Source types. A DCCF needed by a Consumer can be discovered using the NRF as described below.
NOTE 1:	the DCCF is aware of the Data Sources it is coordinating. The NRF and UDM can provide the DCCF with the identity of 5GC Data Sources (e.g.: an AMF serving a UE). The DCCF also hides Data Source life cycle events and changes of entity serving a UE from the Data Consumer. For example, if an NF Data Source that serves a UE changes because of a life-cycle event, the NRF may notify a DCCF that has previously subscribed to NRF event notifications. The DCCF may also use the UDM to learn the new (UE, NF) association, transparent to the Data Consumer.  The NRF identifies only the 5GC NF sources.
NOTE 2:	In this release, if there is more than one DCCF, they should coordinate the collection and distribution of data for orthogonal sets of Data Sources. In this case a Data Consumer discovers the DCCF for the data it needs, and the DCCF and the Message Framework delivers the data from the proscribed set of Data Sources. If a DCCF cannot serve a request from a Data Consumer it may query the NRF to determine an acceptable DCCF and redirect the query accordingly.
NOTE 3:	DCCF is not intended to support aggregation of analytics data across multiple NWDAFs. The DCCF keeps track of Consumer Requests to the NWDAF "Data Source", and hence knows what analytics are being produced by an NWDAF.
The DCCF:
-	Receives data requests from Data Consumers. A Data Consumer may be a NWDAF Analytics function, and the request may take the form of a Rel. 16 request for NWDAF data collection, for example as described for NFs in TS 23.288 [5] Table 6.2.2.1-1: Services consumed by NWDAF for data collection.  
[bookmark: _Hlk42067325]-	If the Data Source is not specified in the Data Request, the DCCF determines the Data Source that can provide the data requested by the Data Consumer (e.g. an event requested by the Data Consumer for NF event exposure). For example, if the request is for UE specific data, the DCCF may query the NRF/UDM/BSF to determine which NF instance is serving the UE, as described in TS 23.288 [5] Table 6.2.2.1-2: NF Services consumed by NWDAF to determine which NF instances are serving a UE.  
-	The DCCF checks if the Data Consumer is authorized to receive the requested data. 
[bookmark: _GoBack]NOTE:	Authorization can be done by DCCF local configured authorization data, or by re-using NRF Nnrf_AccessToken service. Both has some security challenges. The authorization framework for this architecture need to be resolved by SA3 together with SA2.
-	Determine if the requested data is currently being produced by any Data Source and sent to the Messaging Framework.  If the requested data is not being produced, a new subscription/request is sent towards the Data Source to trigger a new data collection. Similarly, when the last Data Consumer of a specific data indicates it no longer wants data, the DCCF cancels data collection from the Data Source. This ensures that the Data Source is only producing the same data once when there are multiple Data Consumers and is not producing data that no Data Consumer needs.
When the DCCF receives a request for historical data, the DCCF may trigger retrieval of the data from the Data Repository so that it is made available over the message bus. 
-	Manages subscription requests and cancellations to the Messaging Framework on behalf of Data Consumers. The DCCF may use a native Messaging Framework protocol or alternatively a 3GPP defined protocol with an adaptor that translates to the Messaging Framework protocol (as depicted in the Figure 6.9.2-1).
-	If standalone 3PAs and 3CAs are used, the DCCF maintains the (NF, 3PA) and (NF, 3CA) associations.
For DCCF discovery, the DCCF registers with the NRF and is discovered by Consumers or the SCP using the registration and discovery procedures defined for the Network Function Service Framework in TS 23.502 [3], clause 4.17. The DCCF profile in the NRF may specify:
1-	The slices (S-NSSAIs) that the DCCF Supports.
2-	The Source Types that a DCCF coordinates. 
3-	The serving area (e.g. list of TAIs) containing Data Sources that the DCCF coordinates. 
Source Type may correspond to an NF Type (e.g.: SMF, AMF, etc.), or different domains (e.g.: OA&M). Hence a Consumer or SCP may request or select a DCCF according to the type of information it is requesting, the network slices it supports and its serving area. 
[bookmark: _Hlk42084555]Editor's note:	Any additional enhancement to DCCF discovery and selection procedure is FFS. 
**************************  END CHANGES  **************************
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